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Exhibit 7 displays the level of difficulty reported by employers in finding qualified cybersecurity workers in California. 

For all nine work roles, 60% or more of employers reported some or great difficulty finding qualified candidates. This 

demonstrates the significant challenge employers are facing finding the cybersecurity workers they need.

Employers were asked about their difficulty hiring for specific work roles. Work roles with the greatest 

difficulty include:

•	 Cyber Defense Forensic Analysts—76% of employers reported some or great difficulty. 

•	 Cyber Defense Analysts—70% of employers reported some or great difficulty. 

•	 Vulnerability Assessment Analysts—69% of employers reported some or great difficulty.

•	 Cyber Defense Infrastructure Support Specialists—68% of employers reported some or great difficulty.

Exhibit 7. Percentage of employers reporting difficulty hiring for the nine 
identified work roles

The percentage of defense contractors experiencing difficulty finding qualified candidates across the nine work roles is 

higher compared to all surveyed employers (Exhibit 8). The number of defense contractors who responded to this question 

ranges from 52 to 72 depending on the work role.

Work roles with the greatest difficulty reported by defense contractors include:

•	 Cyber Defense Forensics Analysts—81% of defense contractors reported some or great difficulty.

•	 Network Operations Specialists—77% of defense contractors reported some or great difficulty.

•	 Cyber Defense Analysts—76% of defense contractors reported some or great difficulty. 

•	 Software Developers—75% of defense contractors reported some or great difficulty.
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Exhibit 13. Lack of qualified candidates in general, all employers and defense contractors

15%

27%

37%

26%

44%

44%

29%

38%

50%

24%

38%

38%

38%

39%

42%

42%

43%

48%

Cyber Defense Forensics Analyst

Systems Security Analyst

Network Operations Specialist

Cyber Defense Infrastructure Support Specialist

Technical Support Specialist

System Administrator

Cyber Defense Analyst

Vulnerability Assessment Analyst

Software Developer

Exhibit 15. Lack of required technology skills, all employers and defense contractors

24%

29%

33%

33%

27%

30%

41%

45%

57%

28%

32%

34%

34%

34%

35%

41%

48%

49%

Cyber Defense Analyst

System Administrator

Cyber Defense Forensics Analyst

Technical Support Specialist

Vulnerability Assessment Analyst

Systems Security Analyst

Network Operations Specialist

Software Developer

Cyber Defense Infrastructure Support Specialist

Exhibit 16. Lack of candidates with necessary security clearances, all employers and defense 
contractors

25%

26%

22%

38%

30%

29%

40%

49%

52%

22%

22%

23%

27%

28%

28%

29%

29%

37%

Technical Support Specialist

System Administrator

Cyber Defense Analyst

Vulnerability Assessment Analyst

Network Operations Specialist

Cyber Defense Forensics Analyst

Software Developer

Systems Security Analyst

Cyber Defense Infrastructure Support Specialist

Exhibit 17. Lack of required educational attainment for work roles reported by all employers and 
defense contractors

25%

16%

36%

26%

29%

33%

50%

31%

31%

18%

21%

26%

26%

28%

29%

31%

31%

32%

Technical Support Specialist

Systems Security Analyst

Software Developer

Network Operations Specialist

Cyber Defense Analyst

Cyber Defense Infrastructure Support Specialist

System Administrator

Cyber Defense Forensics Analyst

Vulnerability Assessment Analyst

Exhibit 14. Lack of relevant work experience, all employers and defense contractors

14%

27%

32%

43%

38%

35%

35%

40%

31%

29%

33%

34%

39%

40%

40%

42%

45%

46%

Software Developer

Vulnerability Assessment Analyst

System Administrator

Network Operations Specialist

Cyber Defense Analyst

Cyber Defense Forensics Analyst

Systems Security Analyst

Technical Support Specialist

Cyber Defense Infrastructure Support Specialist

Exhibit 20. Security certifications preferred, all employers

Exhibit 21. Security certifications preferred, defense contractors

182

316

280

269

268

238

214

201

200

187

125

151

147

141

134

129

129

126

101

81

Microsoft Certified System Administrator (MCSA)

Certified Information Systems Security Professional (CISSP)

Certified Information Security Manager (CISM)

CISCO Certified Network Professional (CCNP)

CISCO Certified Network Associate (CCNA)

Security +

Certified Information Systems Auditor (CISA)

Network + Certified

Security Clearance

SANS/GIAC Certification

Microsoft Certified System Administrator (MCSA)

Certified Information Systems Security Professional (CISSP)

Certified Information Security Manager (CISM)

CISCO Certified Network Professional (CCNP)

CISCO Certified Network Associate (CCNA)

Security +

Certified Information Systems Auditor (CISA)

Network + Certified

Security Clearance

SANS/GIAC Certification

Exhibit 22. Percentage of time systems administrators spend on security/cybersecurity issues, all 
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Exhibit 8. Percentage of defense contractors reporting difficulty hiring for the nine identified work 
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Exhibit 8. Percentage of defense contractors reporting difficulty hiring for the 
nine identified work roles

For each work role, those employers who indicated they had some or great difficulty hiring qualified candidates, were 

asked how their business/organization responded to this workforce challenge. The number of employers who responded to 

this question ranged from 72 to 83, depending on the work role. Their responses are shown in the following subsections.

To address their hiring challenges, employers are clearly using proactive strategies—increasing recruitment, increasing 

overtime with current employees, and increasing wages to attract candidates or retain current employees. 

Defense contractors are also clearly using all three proactive strategies—increasing recruitment, increasing overtime 

with current employees, and increasing wages to attract candidates or retain current employees—to address their hiring 

challenges. The number of defense contractors who responded to this question ranged from 34 to 52, depending on the 

work role.
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Exhibit 2. Size of surveyed business by number of employees (n=385)
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Exhibit 26. Increased time spent on security/cybersecurity issues compared to 12 months ago, all 
employers

Exhibit 27. Increased time spent on security/cybersecurity issues compared to 12 months ago, defense 
contractors 
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Exhibit 19. Level of importance of security certifications reported by defense contractors for the nine 
work roles
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Exhibit 18. Level of importance of security certifications reported by employers for the nine work roles 
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Exhibit 8. Percentage of defense contractors reporting difficulty hiring for the nine identified work 
roles
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Exhibit 10. Increased wages to attract candidates or retain current employees, all employers and 
defense contractors
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Exhibit 11. Increased overtime for current employees to accommodate workload, all employers and 
defense contractors
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Exhibit 12. Positions left unfilled, all employers and defense contractors
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Increased Recruitment

Increasing recruitment appears to be the preferred strategy used by employers (between 45% and 61% across all nine work 

roles) to address hiring challenges (Exhibit 9). Similarly, increasing recruitment efforts appears to be the most common 

strategy utilized by defense contractors across all nine work roles (between 41% and 55%) to address hiring challenges. 

Exhibit 9. Increased recruitment effort, all employers and defense contractors
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Exhibit 6. Current 
roles identified
Exhibit 6 Current employment and projected occupational demand in 12 months for the nine work 
roles identified
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Exhibit 1. Industries associated with surveyed businesses (n-385)
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Exhibit 2. Size of surveyed business by number of employees (n=385)

Exhibit 3. Surveyed businesses by region
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Exhibit 4. Distribution of surveyed firms in business risk management, IT/IS or both
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Exhibit 5. How surveyed businesses are involved in cybersecurity (n=385)
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Exhibit 7. Percentage of employers reporting difficulty hiring for the nine identified work roles

16%

17%

18%

18%

16%

17%

16%

19%

22%

44%

44%

45%

46%

49%

51%

53%

51%

54%

36%

31%

29%

29%

31%

19%

24%

25%

16%

5%

8%

8%

7%

4%

13%

7%

4%

8%

Technical Support Specialist

System Administrator

Network Operations Specialist

Systems Security Analyst

Software Developer

Cyber Defense Infrastructure Support Specialist

Vulnerability Assessment Analyst

Cyber Defense Analyst

Cyber Defense Forensics Analyst

Great difficulty Some difficulty No difficulty Not sure/Not applicable

Exhibit 9. Increased recruitment effort, all employers and defense contractors
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Exhibit 13. Lack of qualified candidates in general, all employers and defense contractors
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Exhibit 15. Lack of required technology skills, all employers and defense contractors
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Exhibit 16. Lack of candidates with necessary security clearances, all employers and defense 
contractors
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Exhibit 17. Lack of required educational attainment for work roles reported by all employers and 
defense contractors
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Exhibit 14. Lack of relevant work experience, all employers and defense contractors
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Exhibit 20. Security certifications preferred, all employers

Exhibit 21. Security certifications preferred, defense contractors
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Exhibit 22. Percentage of time systems administrators spend on security/cybersecurity issues, all 
employers and defense contractors
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Exhibit 23. Percentage of time network operations specialists spend on security/cybersecurity issues, 
all employers and defense contractors
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Exhibit 24. Percentage of time technical support specialists spend on security/cybersecurity issues, all 
employers and defense contractors
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Exhibit 25. Percentage of time software developers spend on security/cybersecurity issues, all 
employers and defense contractors
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Exhibit 26. Increased time spent on security/cybersecurity issues compared to 12 months ago, all 
employers

Exhibit 27. Increased time spent on security/cybersecurity issues compared to 12 months ago, defense 
contractors 
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Exhibit 19. Level of importance of security certifications reported by defense contractors for the nine 
work roles
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Exhibit 18. Level of importance of security certifications reported by employers for the nine work roles 
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Exhibit 8. Percentage of defense contractors reporting difficulty hiring for the nine identified work 
roles
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Exhibit 10. Increased wages to attract candidates or retain current employees, all employers and 
defense contractors
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Exhibit 11. Increased overtime for current employees to accommodate workload, all employers and 
defense contractors

35%

27%

29%

45%

46%

50%

51%

59%

56%

26%

26%

32%

34%

37%

39%

40%

42%

45%

Network Operations Specialist

Systems Security Analyst

Vulnerability Assessment Analyst

Software Developer

Cyber Defense Forensics Analyst

Cyber Defense Infrastructure
Support Specialist

Cyber Defense Analyst

System Administrator

Technical Support Specialist

Exhibit 12. Positions left unfilled, all employers and defense contractors
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Increased Wages

Increasing wages to attract candidates or retain current employees is used by employers and defense contractors as a 

retention strategy more for some work roles than others (Exhibit 10). For example, this strategy is not commonly used for 

cyber defense forensics analysts or technical support specialists. For seven of the nine work roles, defense contractors are 

utilizing this strategy more than employers in the overall sample. 

Exhibit 10. Increased wages to attract candidates or retain current employees,  
all employers and defense contractors
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Exhibit 6. Current 
roles identified
Exhibit 6 Current employment and projected occupational demand in 12 months for the nine work 
roles identified
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Exhibit 1. Industries associated with surveyed businesses (n-385)
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Exhibit 2. Size of surveyed business by number of employees (n=385)

Exhibit 3. Surveyed businesses by region
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Exhibit 4. Distribution of surveyed firms in business risk management, IT/IS or both
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Exhibit 5. How surveyed businesses are involved in cybersecurity (n=385)
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Exhibit 7. Percentage of employers reporting difficulty hiring for the nine identified work roles
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Exhibit 9. Increased recruitment effort, all employers and defense contractors

42%

47%

48%

43%

41%

48%

52%

55%

55%

45%

48%

48%

49%

55%

55%

56%

61%

61%

Vulnerability Assessment Analyst

Cyber Defense Analyst

Cyber Defense Forensics Analyst

Systems Security Analyst

System Administrator

Network Operations Specialist

Technical Support Specialist

Cyber Defense Infrastructure
Support Specialist

Software Developer

All Employers Defense Contractor Employers Only

Exhibit 13. Lack of qualified candidates in general, all employers and defense contractors
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Exhibit 15. Lack of required technology skills, all employers and defense contractors
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Exhibit 16. Lack of candidates with necessary security clearances, all employers and defense 
contractors
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Exhibit 17. Lack of required educational attainment for work roles reported by all employers and 
defense contractors
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Exhibit 14. Lack of relevant work experience, all employers and defense contractors
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Exhibit 20. Security certifications preferred, all employers

Exhibit 21. Security certifications preferred, defense contractors
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Exhibit 22. Percentage of time systems administrators spend on security/cybersecurity issues, all 
employers and defense contractors
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Exhibit 23. Percentage of time network operations specialists spend on security/cybersecurity issues, 
all employers and defense contractors
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Exhibit 24. Percentage of time technical support specialists spend on security/cybersecurity issues, all 
employers and defense contractors
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Exhibit 25. Percentage of time software developers spend on security/cybersecurity issues, all 
employers and defense contractors
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Exhibit 26. Increased time spent on security/cybersecurity issues compared to 12 months ago, all 
employers

Exhibit 27. Increased time spent on security/cybersecurity issues compared to 12 months ago, defense 
contractors 
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Exhibit 19. Level of importance of security certifications reported by defense contractors for the nine 
work roles
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2%

2%

2%

3%

Software Developer

Systems Security Analyst

Technical Support Specialist

Cyber Defense Infrastructure Support Specialist

Network Operations Specialist

Cyber Defense Analyst

System Administrator

Vulnerability Assessment Analyst

Cyber Defense Forensics Analyst

Exhibit 18. Level of importance of security certifications reported by employers for the nine work roles 
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Exhibit 8. Percentage of defense contractors reporting difficulty hiring for the nine identified work 
roles
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2%

2%
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Exhibit 10. Increased wages to attract candidates or retain current employees, all employers and 
defense contractors
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Exhibit 11. Increased overtime for current employees to accommodate workload, all employers and 
defense contractors
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Exhibit 12. Positions left unfilled, all employers and defense contractors
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Very important Important Somewhat important Not important Not sure/Not applicable Very important Important Somewhat important Not important Not sure/Not applicable
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Increased Overtime

As a strategy employers are using when facing hiring challenges, increased overtime for current employees to accommodate 

workload is roughly comparable to increased wages. Of all the work roles analyzed, increased overtime is more commonly 

used for technical support specialists and system administrators by employers and defense contractors (Exhibit 11). For eight 

of the nine work roles, defense contractors are utilizing this strategy more than employers in the overall sample.

Exhibit 11. Increased overtime for current employees to accommodate workload, 
all employers and defense contractors

WORKFORCE CHALLENGES

6.8%

17.9%

14,658
Current jobs

Increase in the next 12 months 2018 employment

+993

Technical 
Support 
Specialist
(n=129)

13,180
Current jobs

Increase in the next 12 months 2018 employment

9.2%+1,212

Network 
Operations 
Specialist
(n=121)

10,079
Current jobs

Increase in the next 12 months 2018 employment

21.3%+2,146

Cyber 
Defense 
Infrastructure 
Support 
Specialist
(n=112)

21,293
Current jobs

Increase in the next 12 months 2018 employment

11%+2,336

Cyber 
Defense 
Forensic 
Analyst
(n=109)

17,189
Current jobs

Increase in the next 12 months 2018 employment

7.2%+1,245

Vulnerability 
Assessment 
Analyst
(n=119)

16,164
Current jobs

Increase in the next 12 months 2018 employment

7.9%+1,272

Cyber 
Defense 
Analyst
(n=124)

Exhibit 6. Current 
roles identified
Exhibit 6 Current employment and projected occupational demand in 12 months for the nine work 
roles identified

22,675
Current jobs

Increase in the next 12 months 2018 employment

3.9%+880

Software 
Developer
(n=123)

10,223
Current jobs

Increase in the next 12 months 2018 employment

+1,825

System 
Administrator
(n=127)

15,223
Current jobs

Increase in the next 12 months 2018 employment

15.9%+2,414

Systems 
Security 
Analyst
(n=112)

Exhibit 1. Industries associated with surveyed businesses (n-385)
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6.0%
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2.3%

2.1%

2.1%

1.6%

1.3%

1.0%

1.0%
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Other
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Mining and Logging

Exhibit 2. Size of surveyed business by number of employees (n=385)

Exhibit 3. Surveyed businesses by region
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North/Far North
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Exhibit 4. Distribution of surveyed firms in business risk management, IT/IS or both
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Management
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Both

Exhibit 5. How surveyed businesses are involved in cybersecurity (n=385)

66%

43%

26%

1%

1%

User of cybersecurity products and services
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Creator/producer of cybersecurity products

Other involvement with cybersecurity

Not sure/Not applicable

Exhibit 7. Percentage of employers reporting difficulty hiring for the nine identified work roles
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Exhibit 9. Increased recruitment effort, all employers and defense contractors
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All Employers Defense Contractor Employers Only

Exhibit 13. Lack of qualified candidates in general, all employers and defense contractors
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Exhibit 15. Lack of required technology skills, all employers and defense contractors
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Exhibit 16. Lack of candidates with necessary security clearances, all employers and defense 
contractors
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Exhibit 17. Lack of required educational attainment for work roles reported by all employers and 
defense contractors
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Exhibit 14. Lack of relevant work experience, all employers and defense contractors
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Exhibit 20. Security certifications preferred, all employers

Exhibit 21. Security certifications preferred, defense contractors
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Microsoft Certified System Administrator (MCSA)
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Exhibit 22. Percentage of time systems administrators spend on security/cybersecurity issues, all 
employers and defense contractors
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Exhibit 23. Percentage of time network operations specialists spend on security/cybersecurity issues, 
all employers and defense contractors
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Exhibit 24. Percentage of time technical support specialists spend on security/cybersecurity issues, all 
employers and defense contractors
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Exhibit 25. Percentage of time software developers spend on security/cybersecurity issues, all 
employers and defense contractors
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Exhibit 26. Increased time spent on security/cybersecurity issues compared to 12 months ago, all 
employers

Exhibit 27. Increased time spent on security/cybersecurity issues compared to 12 months ago, defense 
contractors 
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Exhibit 19. Level of importance of security certifications reported by defense contractors for the nine 
work roles
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Exhibit 18. Level of importance of security certifications reported by employers for the nine work roles 
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Exhibit 8. Percentage of defense contractors reporting difficulty hiring for the nine identified work 
roles
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Exhibit 10. Increased wages to attract candidates or retain current employees, all employers and 
defense contractors
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Exhibit 11. Increased overtime for current employees to accommodate workload, all employers and 
defense contractors
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Exhibit 12. Positions left unfilled, all employers and defense contractors
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Unfilled Positions

It is important to note that between 11% and 20% of employers, depending on the work role, indicated they did not fill 

the position when they could not find qualified candidates (Exhibit 12). Similar to all employers surveyed, between 12% and 

19% of defense contractors (depending on the work role) are also not filling positions, when facing hiring challenges. This 

is a troubling sign regarding the shortage of cybersecurity workers in the labor market.

Exhibit 12. Positions left unfilled, all employers and defense contractors
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Exhibit 1. Industries associated with surveyed businesses (n-385)
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Exhibit 2. Size of surveyed business by number of employees (n=385)
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Exhibit 4. Distribution of surveyed firms in business risk management, IT/IS or both
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Exhibit 5. How surveyed businesses are involved in cybersecurity (n=385)
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Exhibit 7. Percentage of employers reporting difficulty hiring for the nine identified work roles
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Exhibit 9. Increased recruitment effort, all employers and defense contractors
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Exhibit 13. Lack of qualified candidates in general, all employers and defense contractors
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Exhibit 15. Lack of required technology skills, all employers and defense contractors
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Exhibit 16. Lack of candidates with necessary security clearances, all employers and defense 
contractors
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Exhibit 17. Lack of required educational attainment for work roles reported by all employers and 
defense contractors
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Exhibit 14. Lack of relevant work experience, all employers and defense contractors
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Exhibit 20. Security certifications preferred, all employers

Exhibit 21. Security certifications preferred, defense contractors
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Exhibit 22. Percentage of time systems administrators spend on security/cybersecurity issues, all 
employers and defense contractors
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Exhibit 23. Percentage of time network operations specialists spend on security/cybersecurity issues, 
all employers and defense contractors
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Exhibit 24. Percentage of time technical support specialists spend on security/cybersecurity issues, all 
employers and defense contractors
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Exhibit 25. Percentage of time software developers spend on security/cybersecurity issues, all 
employers and defense contractors
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Exhibit 26. Increased time spent on security/cybersecurity issues compared to 12 months ago, all 
employers

Exhibit 27. Increased time spent on security/cybersecurity issues compared to 12 months ago, defense 
contractors 
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Exhibit 19. Level of importance of security certifications reported by defense contractors for the nine 
work roles
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Exhibit 18. Level of importance of security certifications reported by employers for the nine work roles 
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Exhibit 8. Percentage of defense contractors reporting difficulty hiring for the nine identified work 
roles
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Exhibit 10. Increased wages to attract candidates or retain current employees, all employers and 
defense contractors
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defense contractors
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Exhibit 12. Positions left unfilled, all employers and defense contractors
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Five key issues or challenges were explored to better understand the range of workforce challenges employers face in 

finding qualified cybersecurity workers. The number of employers who responded to this question ranged from 72 to 83, 

depending on the work role. 

Employers were asked if their business/organization was experiencing any of the following issues or 

challenges. They could select more than one option for the work role for which they were answering:

•	 Lack of qualified candidates with necessary security clearances,

•	 Candidates lack required educational attainment,

•	 Candidates lack relevant work experience,

•	 Candidates lack required technology skills, or

•	 Lack of qualified candidates in general. 

On average, across all nine work roles, the top three issues or challenges businesses are facing related to 

hiring are:

1.	  Lack of qualified candidates in general, 

2.	  Lack of relevant work experience, and 

3.	  Lack of required technology skills.

The top work roles that lack qualified candidates in general are software developer (48%), vulnerability assessment 

analyst (43%), cyber defense analyst (42%), and system administrator (42%). 

The top work roles for which candidates lack relevant work experience are cyber defense infrastructure support 

specialist(46%), technical support specialist (45%), and systems security analyst (42%). 

The top work roles for which candidates lack the required technology skills are cyber defense infrastructure support 

analyst (49%), software developer (48%), and network operations specialist (41%). 

This information was also collected from the defense contractors subgroup and the findings are displayed alongside the 

findings for all employers in Exhibits 13-17. The number of defense contractors who responded to this question ranged from 

34 to 52, depending on the work role.

On average, across all nine work roles, the top three issues or challenges that defense contractors face when 

hiring are:

1.	  Candidates lack required technology skills,

2.	  Lack of qualified candidates with necessary security clearances, and

3.	  Lack of qualified candidates in general. 

The top work roles for which candidates lack the required technology skills are cyber defense infrastructure support 

specialist (57%), software developer (45%), and network operations specialist (41%). 

The top work roles that lack qualified candidates with the necessary security clearances are cyber defense infrastructure 

support specialist (52%), systems security analyst (49%), and software developer (40%). 

The top work roles that lack qualified candidates in general are software developer (50%), system administrator (44%), and 

technical support specialist (44%). 

CANDIDATE CHALLENGES
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CANDIDATE CHALLENGES
Responses for two other issues or challenges also were collected from all employers and the defense contractors subgroup: 

“lack of qualified candidates with necessary security clearances” and “candidates lack required educational attainment” for 

all nine work roles. These responses are analyzed further in the following charts.

Lack of Qualified Candidates

Software developer was the top work role with a lack of qualified candidates reported by all employers and defense 

contractors (Exhibit 13). Employers in the overall sample also report a lack of vulnerability assessment analysts, while 

defense contractors report a lack of system administrators.

Exhibit 13. Lack of qualified candidates in general, all employers and defense 
contractors
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Exhibit 1. Industries associated with surveyed businesses (n-385)
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Exhibit 2. Size of surveyed business by number of employees (n=385)
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Exhibit 4. Distribution of surveyed firms in business risk management, IT/IS or both
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Exhibit 5. How surveyed businesses are involved in cybersecurity (n=385)
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Exhibit 7. Percentage of employers reporting difficulty hiring for the nine identified work roles
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Exhibit 9. Increased recruitment effort, all employers and defense contractors
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Exhibit 13. Lack of qualified candidates in general, all employers and defense contractors
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Exhibit 15. Lack of required technology skills, all employers and defense contractors
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Exhibit 16. Lack of candidates with necessary security clearances, all employers and defense 
contractors
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Exhibit 17. Lack of required educational attainment for work roles reported by all employers and 
defense contractors
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Exhibit 14. Lack of relevant work experience, all employers and defense contractors
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Exhibit 20. Security certifications preferred, all employers

Exhibit 21. Security certifications preferred, defense contractors
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Exhibit 22. Percentage of time systems administrators spend on security/cybersecurity issues, all 
employers and defense contractors
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Exhibit 23. Percentage of time network operations specialists spend on security/cybersecurity issues, 
all employers and defense contractors
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Exhibit 24. Percentage of time technical support specialists spend on security/cybersecurity issues, all 
employers and defense contractors
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Exhibit 25. Percentage of time software developers spend on security/cybersecurity issues, all 
employers and defense contractors
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Exhibit 26. Increased time spent on security/cybersecurity issues compared to 12 months ago, all 
employers

Exhibit 27. Increased time spent on security/cybersecurity issues compared to 12 months ago, defense 
contractors 
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Exhibit 19. Level of importance of security certifications reported by defense contractors for the nine 
work roles
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Exhibit 18. Level of importance of security certifications reported by employers for the nine work roles 
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Exhibit 8. Percentage of defense contractors reporting difficulty hiring for the nine identified work 
roles
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Exhibit 10. Increased wages to attract candidates or retain current employees, all employers and 
defense contractors
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Exhibit 11. Increased overtime for current employees to accommodate workload, all employers and 
defense contractors
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Exhibit 12. Positions left unfilled, all employers and defense contractors
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Exhibit 6. Current 
roles identified
Exhibit 6 Current employment and projected occupational demand in 12 months for the nine work 
roles identified
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Exhibit 1. Industries associated with surveyed businesses (n-385)
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Exhibit 2. Size of surveyed business by number of employees (n=385)

Exhibit 3. Surveyed businesses by region
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Exhibit 4. Distribution of surveyed firms in business risk management, IT/IS or both
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Exhibit 5. How surveyed businesses are involved in cybersecurity (n=385)
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Exhibit 7. Percentage of employers reporting difficulty hiring for the nine identified work roles
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Exhibit 9. Increased recruitment effort, all employers and defense contractors
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Exhibit 13. Lack of qualified candidates in general, all employers and defense contractors

15%

27%

37%

26%

44%

44%

29%

38%

50%

24%

38%

38%

38%

39%

42%

42%

43%

48%

Cyber Defense Forensics Analyst

Systems Security Analyst

Network Operations Specialist

Cyber Defense Infrastructure Support Specialist

Technical Support Specialist

System Administrator

Cyber Defense Analyst

Vulnerability Assessment Analyst

Software Developer

Exhibit 15. Lack of required technology skills, all employers and defense contractors
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Exhibit 16. Lack of candidates with necessary security clearances, all employers and defense 
contractors
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Exhibit 17. Lack of required educational attainment for work roles reported by all employers and 
defense contractors
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Exhibit 14. Lack of relevant work experience, all employers and defense contractors
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Exhibit 20. Security certifications preferred, all employers

Exhibit 21. Security certifications preferred, defense contractors
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Exhibit 22. Percentage of time systems administrators spend on security/cybersecurity issues, all 
employers and defense contractors
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Exhibit 23. Percentage of time network operations specialists spend on security/cybersecurity issues, 
all employers and defense contractors
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Exhibit 24. Percentage of time technical support specialists spend on security/cybersecurity issues, all 
employers and defense contractors
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Exhibit 25. Percentage of time software developers spend on security/cybersecurity issues, all 
employers and defense contractors
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Exhibit 26. Increased time spent on security/cybersecurity issues compared to 12 months ago, all 
employers

Exhibit 27. Increased time spent on security/cybersecurity issues compared to 12 months ago, defense 
contractors 
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Exhibit 19. Level of importance of security certifications reported by defense contractors for the nine 
work roles
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Exhibit 18. Level of importance of security certifications reported by employers for the nine work roles 
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Exhibit 8. Percentage of defense contractors reporting difficulty hiring for the nine identified work 
roles
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Exhibit 10. Increased wages to attract candidates or retain current employees, all employers and 
defense contractors
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Exhibit 11. Increased overtime for current employees to accommodate workload, all employers and 
defense contractors
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Exhibit 12. Positions left unfilled, all employers and defense contractors
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Lack of Work Experience

The work roles for which job candidates lacked relevant work experience varied between all employers and defense 

contractors (Exhibit 14). All employers reported the top work role was cyber defense infrastructure support specialist, while 

defense contractors reported network operations specialist.

Exhibit 14. Lack of relevant work experience, all employers and defense 
contractors
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CANDIDATE CHALLENGES
Lack of Technology Skills

The top three work roles for which job candidates lack required technology skills are the same for all employers and 

defense contractors: cyber defense infrastructure support specialist, software developer and network operations specialist 

(Exhibit 15).

Exhibit 15. Lack of required technology skills, all employers and defense 
contractors
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Exhibit 6. Current 
roles identified
Exhibit 6 Current employment and projected occupational demand in 12 months for the nine work 
roles identified
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Exhibit 1. Industries associated with surveyed businesses (n-385)
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Exhibit 2. Size of surveyed business by number of employees (n=385)

Exhibit 3. Surveyed businesses by region
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Exhibit 4. Distribution of surveyed firms in business risk management, IT/IS or both
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Exhibit 5. How surveyed businesses are involved in cybersecurity (n=385)
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Exhibit 7. Percentage of employers reporting difficulty hiring for the nine identified work roles
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Exhibit 9. Increased recruitment effort, all employers and defense contractors
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Exhibit 13. Lack of qualified candidates in general, all employers and defense contractors
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Exhibit 15. Lack of required technology skills, all employers and defense contractors
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Exhibit 16. Lack of candidates with necessary security clearances, all employers and defense 
contractors
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Exhibit 17. Lack of required educational attainment for work roles reported by all employers and 
defense contractors
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Exhibit 14. Lack of relevant work experience, all employers and defense contractors
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Exhibit 20. Security certifications preferred, all employers

Exhibit 21. Security certifications preferred, defense contractors
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Exhibit 22. Percentage of time systems administrators spend on security/cybersecurity issues, all 
employers and defense contractors
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Exhibit 23. Percentage of time network operations specialists spend on security/cybersecurity issues, 
all employers and defense contractors
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Exhibit 24. Percentage of time technical support specialists spend on security/cybersecurity issues, all 
employers and defense contractors
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Exhibit 25. Percentage of time software developers spend on security/cybersecurity issues, all 
employers and defense contractors
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Exhibit 26. Increased time spent on security/cybersecurity issues compared to 12 months ago, all 
employers

Exhibit 27. Increased time spent on security/cybersecurity issues compared to 12 months ago, defense 
contractors 
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Exhibit 19. Level of importance of security certifications reported by defense contractors for the nine 
work roles
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Exhibit 18. Level of importance of security certifications reported by employers for the nine work roles 
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Exhibit 8. Percentage of defense contractors reporting difficulty hiring for the nine identified work 
roles
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Exhibit 10. Increased wages to attract candidates or retain current employees, all employers and 
defense contractors
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Exhibit 11. Increased overtime for current employees to accommodate workload, all employers and 
defense contractors
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Exhibit 12. Positions left unfilled, all employers and defense contractors
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